Information Security Management Practice

Purpose: To protect the information needed by the organization to conduct its business

This includes

Confidentiality
Integrity
Availability

Authenticity (ensuring someone is who they claim to be)

Must be driven from the most senior level in the organization

Establishing policy processes, controls is necessary

Balance needs to be maintained between

Prevention ensuring that security incidents don't occur
Detection rapidly and reliably detecting incidents that can't be prevented

Correction recovering from incidents after they are detected

Processes & procedures required to support this practice:

An information security incident management process

A risk management process

A control review and audit process

An identity and access management process

Event management

Procedures for penetration testing, vulnerability scanning
Procedures for managing information security related change
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Relationship Management Practice

« Purpose: To establish and nurture the links between the organization and its stakeholders
at strategic and tactical levels

» Itincludes:

* ldentification,

* Analysis,

« Monitoring and

« Continual improvement of relationships with and between stakeholders.
« The relationship management practice ensures that:

« Stakeholders' needs and drivers are understood, and products and services are
prioritized appropriately

« Stakeholders' satisfaction is high and a constructive relationship between the
organization and stakeholders is established and maintained

« Customers' priorities for new or changed products and services, in alignment with
desired business outcomes, are effectively established and articulated



* Any stakeholders' complaints and escalations are handled well through a
sympathetic (yet formal) process

* Products and services facilitate value creation for the service consumers as well as
for the organization

» Organization facilitates value creation for all stakeholders, in line with the
organization's strategy and priorities

» Conflicting stakeholder requirements are mediated appropriately.
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Supplier Management Practice

« Purpose: To ensure that the organization's suppliers and their performance are managed
appropriately to support provision of seamless, quality products and services

« Key activities:

« Creating a single point of visibility and control to ensure consistency



« Maintaining a supplier strategy, policy and contract management information
» Negotiating and agreeing contracts and arrangements
» Managing relationships and contracts with internal and external suppliers
» Managing supplier performance
« Evaluation of suppliers and contracts
» Supplier categorization — strategic, tactical, operational & commaodity suppliers
» Contract renewal and/or termination
» Sourcing strategies:

» Insourcing — The products or services are developed and/or delivered internally
by the organization.

« Outsourcing — The process of having external suppliers provide products and
services that were previously provided internally.

« Single source or partnership — procurement of a product or service from one
supplier. This can either be a single supplier that supplies all services directly or
an external service integrator that manages end to end service delivery through
service providers

« Multi-sourcing — Procurement of a product or service from more than one
independent supplier.

« Service integration — A service integrator is responsible for coordinating or orchestrating
all the suppliers involved in the development and delivery of products & services. It
focuses on the end-to-end provision of service.

« Evaluation and selection of suppliers:

« Importance and impact: The importance of the service to the business, provided
by the supplier

» Risk: The risks associated with using the service.
» Costs: The cost of the service and its provision.
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Availability Management Practice

« Purpose: To ensure that services deliver agreed levels of availability to meet the needs of
customers and users.

« Definition of availability: The ability of an IT service or other configuration item to
perform its agreed function when required

« Availability management activities include:
» Negotiating and agreeing achievable targets for availability

« Designing infrastructure and applications that can deliver required availability
levels

« Ensuring that services and components are able to collect data required to
measure availability

« Monitoring, analyzing and reporting on availability



* Planning improvements to availability
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Availability Management Practice — Key Terms

« MTBF — measures how frequently the service fails (Reliability)

« MTRS — measures how quickly service is restored after a failure (Maintainability)

» Preferable measurements of availability include:
« User outage minutes
* Number of lost transactions
* Lost business value

» User satisfaction

YAl 55 sl (Aol (i ) S5 520 L MTBF -
);\JL*A”( Jdall aey dadl) salatind Ae ps (5200 M TRS -

:glg\.aﬂ\w dall 8 gl Ll Jeds

PREGRON| tLLm\ R
82 gdall O alaall 2ac
Jandl dad nad

Q:\AM\ La.'a‘)

L]

L]



Capacity & Performance Management Practice

» Purpose: To ensure that services achieve agreed and expected performance, satisfying
current & future demand in a cost-effective way.

» Definition of Performance:

» A measure of what is achieved or delivered by a system, person, team, practice or
service

» Service performance number of service actions performed in a timeframe, and the
time required to fulfil a service action, at a given level of demand.

+ Service capacity the maximum throughput that a configuration item or service can
deliver
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Capacity & Performance Management Practice — Key Activities
« The capacity and performance management practice includes the following activities:
« Service performance and capacity analysis:
« Research and monitoring of the current service performance
» Capacity and performance modelling
« Service performance and capacity planning & capacity requirements analysis
« Demand forecasting and resource planning
« Performance improvement planning.
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IT Asset Management Practice

Purpose: To plan and manage the full lifecycle of all IT assets

Definition: Any valuable component that can contribute to delivery of an IT product or

service

Scope includes : all software, hardware, networking, cloud services and client devices.

Scope may include : Non-IT assets such as buildings or information where these have a
financial value, and are required to deliver an IT service.

IT asset management helps to:

Maximize value
Control costs
Manage risks
Support decision — making about purchase, reuse and retirement of assets
Meet regulatory and contractual requirements.
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Service Configuration Management Practice

Purpose: To ensure that accurate and reliable information about the configuration of
services, and the Cls that support them, is available when and where it is needed. This
includes information on how Cls are configured and the relationships between them.

Definition:

« Configuration item: any component that needs to be managed in order to deliver
an IT service.

« Configuration management system: A set of tools, data and information that is
used to support service configuration management.

Configuration information should be shared in a controlled way. Some information could
be sensitive. For example, it could be useful to someone trying to breach security
controls, or it could include personal information about users, such as phone numbers and
home addresses.

Configuration information can be stored and published in a single CMDB for the whole
organization, but it is more common for it to be distributed across several sources. In
either case it is important to maintain links between configuration records, so that people
can be see the full set of information they need, and how the various Cls work together.
Some organizations federate CMDBs to provide an integrated view.
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il ™
Configuration Model of a typical IT Service

b oy

IT service

SaaS component Local application Client app

Cloud

- - - e i e
infrastructure Local server Local storage Client device

Supplier Datacentre

Service Continuity Management Practice

« Purpose: To ensure that the availability and performance of a service is maintained at a
sufficient level in the event of a disaster.

« This practice provides a framework for building organizational resilience
« Supports an overall business continuity management
« Each organization needs to understand what constitutes a disaster in its own context

« Disaster — a service disruption or organizational risk occurs on a scale that is greater than
the organization's ability to handle with normal response and recovery practices such as
incident and major incident management

« This practice is triggered when a service disruption or organizational risk occurs on a
scale that is greater than the organization's ability to handle with normal response and
recovery practices such as incident and major incident management. An organizational
event of this magnitude is typically referred to as a disaster
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Service Continuity Management Practice — Key Terms
» Recovery Time Objective (RTO):

» The maximum acceptable period of time following a service disruption that can
elapse before the lack of business functionality severely impacts the organization

» Recovery Point Objective (RPO):

» The point to which information used by an activity must be restored to enable the
activity to operate on resumption

« Disaster recovery plans

« A set of clearly defined plans related to how an organization will recover from a
disaster as well as return to a pre-disaster condition considering the four domains
of service management

« Business impact analysis

« A key activity of service continuity management that identifies VBFs and their
dependencies.
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Monitoring and Event Management Practice

Purpose: To systematically observe services and service components, and record and
report selected changes of state identified as events.

Definition: Event

« An event can be defined as any change of state that has significance for the
management of a configuration item (CI) or IT service.

» This practice manages events throughout their lifecycle to prevent, minimize or
eliminate their negative impact on the business.

Three types of events:
» Informational, Warning and Exceptions
The monitoring part of the practice

» Focuses on the systematic observation of services and the Cls that underpin
services to detect conditions of potential significance.

The event management part of the practice

« Focuses on recording and managing those monitored changes of state that are
defined by the organization as an event, determining their significance, and
identifying and initiating the correct control action to manage them.

Automation is important CSF for this practice
» Correlation of events
» Automatic ticket creation & ITSM tool
* Reporting

Monitoring can be either active or passive

The processes and procedures needed in the monitoring and event management practice
need to address these key activities and more:

« ldentifying what services, systems, Cls or other service components should be
monitored, and establishing the monitoring strategy

« Implementing and maintaining monitoring, leveraging both the native monitoring
features of the elements being observed, as well as the use of designed for
purpose monitoring tools.

« Establishing and maintaining thresholds and other criteria for determining which
changes of state will be treated as events and determining criteria to define each
type of event (informational, warning or exception).
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Release Management Practice

« Purpose: To make new and changed services and features available for use

« Definition: A version of a service or other configuration item, or a collection of

configuration items, that is made available for use.

* Arelease may comprise:



+ Infrastructure and application components

« Documentation, training (for users or IT staff), updated processes or tools, or any
other components

A release plan will specify the exact combination of new and changed components to be
made available, and the timing for their release.

A release schedule is used to document the timing for releases.
This schedule should be negotiated and agreed with customers and other stakeholders.

A release post implementation review enables learning and improvement, and helps to
ensure that customers are satisfied.
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Traditional / Waterfall vs. Agile / DevOps Environment

Release management Practice

In a traditional/waterfall environment In an Agile/DevOps environment
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THE WATERFALL PROCESS THE AGILE PROCESS

\

‘This project has got so big, It's so much better delivering this
I'm not sure I'll be able to deliver it!” project in bite-sized sections’

Waterfall Method: A development approach that is linear and sequential with distinct
objectives for each phase of development.

Agile: An umbrella term for a collection of frameworks and techniques that together
enable teams and individuals to work in a way that is typified by collaboration,
prioritization, iterative and incremental delivery, and timeboxing. There are several
specific methods (or frameworks) that are classed as Agile, such as Scrum, Lean and
Kanban.

DevOps: An organizational culture that aims to improve the flow of value to customers.
DevOps focuses on culture, automation, Lean measurement, and sharing (CALMS).
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Deployment Management Practice

« Purpose: To move new or changed hardware, software, documentation, processes, or any

other component to live environments.

« It may also be involved in deploying components to other environments for testing or

staging.
« Works closely with release management and change control
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Deployment Approaches

» There are a number of approaches and can be used in combination:

Phased deployment

» The new or changed components are deployed to just part of the production
environment at a time & repeated as many times as needed until completion

» Continuous delivery

« Components are integrated, tested and deployed when they are needed, providing
frequent opportunities for customer feedback loops

Big bang deployment

» New or changed components are deployed to all targets at the same time.

Pull deployment

« New or changed software is made available in a controlled repository, and users
download the software to client devices when they choose
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